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BPF BRI BPF: id7 50 FIERARAMIE I

CENTRAL EUROPE MIDDLE EAST SCANDINAVIA AFRICA UK ITALY

|D MUsT READ Ransomware attack locked a football club's turnstiles

Netflix: BPF is a new type of software we use
to run Linux apps securely in the kernel

A Netflix performance architect says BPF promises a fundamental change to a 50-year-old kernel model.

"BPF is the biggest operating systems change I've seen in my career, and it's thrilling to be a part
of it,” wrote Gregg.

Steven Rostedt
’ @srostedt
BPF will replace Linux #kr2019

11:06 am - 26 Sep 2019 - Twitter for Android

e e S———

2013 2014 2015 2016 2017 2018 2019 2020 ?

[Today’s kube-proxy replacement through BPF is just a tiny dot in that universe ... ]
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USE CASES USER SPACE KERNEL

@' Dev Tools ‘a Kernel Runtime

&% Networking : t@’ Projects

Verifier & JIT Helper API
M ; ;
[ﬁ] Security OS Runtime Maps
o)
Q Observability Qe+ oot a’ Application Tracing Profiling Monitoring a Kernel Stack
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Development O iz |
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eBPF

Iwa tm»smwfm;um OK! The kernel can :dothlssom
bserve my app me qui klyaolveths

% U8

A couple of days later.

B+ Tree Index Lookup from User Space

________________________

N
} | Node parsing and IO
] | request submission
1 are performed in
Parsu er space

1
User Space 1 arse Parse
N

Here ig a releage of our eBPF project that has this feature
now. BTW, you don't have to reboot your machine.

o %

UG E X HZ IUpiRZE: Windows EFEILIREERImE: XRP

Syscall Layer

kubernetes

Oo NG

O

Hardware Software-Defined ... eB P F
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BPF 5=84%

GOTC

+ bpftrace
+ Cilium v1.0 % + Cilium $2900 F5 &%
+ eBPF §HIIA#Z% + eBPF BTF 3% + Google BPF LSM
- Docker 1.0 &% . eBPF %% XDP - LPC i&hn BPF/XDP &5% + Cilium 1.8 XDP LD
« Kubernetes first commit « Cilium Iﬁg&‘?ﬁ + bpffiter IﬁE . Facebook TCP =
BPF ii} Linux 2.1.75
1992 1997 2014 20515 2016 2017 2018 2019 2020 2021
v v , v
- eBPF #f4 network & tracing . ARSI TSR + Cilium 1.6 (&f{ kube-proxy) - eBPF for Windows
« LLVM 3.7 EiZ%)5 eBPF «  Netflix FUSEF=HEB « <<BPF Performance Tools>> * eBPF BEE&piiz
+ 3%#% kprobes/cls_bpf + Facebook %7 XDP + eBPF 56l  *+ GCC 3%#7F eBPF fwi¥ © RZFSMRELIER
- BCCIRER®E + Cloudflare XDP + eBPF DDoS 7= - AF_XDP X#% * ISR patch il

- KTLS & eBPF
- bpftool & libbpf lib
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Median containers per host
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eBPF - Superpowers for
Networking, Observability & Security

Liz Rice
Chief Open Source Officer, Isovalent
Chair, CNCF Technical Oversight Committee

@lizrice
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Linux bce/BPF Tracing Tools

c* java* node* php* mysqld_gslower
opensnoop statsnoop Ucalls uflow python* rubyx dbstat dbslower gethostlatency
syncsnoop ucbjnew ustat bashreadline memleal
uthreads uge Y seisnife
filetop \
filelife fileslower -y 4 syscount
vfscount vfsstat Applications killsnoop
cachestat cachetop Runtimes execsnoop

destat dcsnoop exitsnoop

mountsnoop | System Libraries » pidpersec
N — cpudist cpuwalk
race
argdist R System Call Interface o runglat runglen
-

3 . rungslower
unccount :
X / cpuunclaimed
funcslower N VES Sockets deadlock
funclatency . s
stackcount y Scheduler offcputime wakeuptime
profile Ly~ File Systems TCP/UDP BG[— offweketime softirgs
. slabratetop
btrfsdist / .
btrfsslower ‘Volume Manager/ P Virtual "/si’.ﬁiu m::k
extddist extdslower N N Memory ® o
nfsslower nfsdist 4 Block Device Net Device hardirgs
xEsslower xfsdist criticalstat = L
zfsslower / Device Drivers ttysnoop =] IEeEE| mes|
mdflush  piotop biosnoop toptop teplife tcptracer
biolatency bitesize tcpconnect tcpaccept tcpconnlat 11cstat |CPUs
Other: tcpretrans tcpsubnet tcpdrop
capable sofdsnoop tcpstates
hitps:/igithub.comiovisor/bec#ools 2019
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Standard Container

A

12

IC 1 iohaln

cilium

Cilium eBPF Container
Networking

Backend Application User Space

XDP Packet Processor Linux Network Stack
Kernel

Network Interface Controller
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User space

Pod Pod Pod
5 )| || @

System calls -----
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Kernel

"~ aqua

@tracee %3 Tetragon

y Falco

o1
/ -='A \
Open DNS Server
oy =8 — ;
i === BOT Open DNSAServer B
\ =
1Y

Malicious Target Server
Actor
Open DNS Server
[ - ——n
=40

Open DNS Server

DDoS/MZ&Bh X i
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L3/L4/L7 IR tmRAETR

[

Aapegzort

e ¢+

aoypa

B 4

g bacse

D O Kuherntes Network Poicy [Glim etk Py |

1 apiVersion: cilium.io/v2
2 kind: CiliuaNetworkPolicy
3 metadata:

& name: store-policy
5§ namespace: my-store
6

1

8

spec:

endpointSelector: {}

ingress:
9 - fronéndpoints:
10 - matchLabels:
1 app: frontend
1 egress:
1 - toEndpoints:
i - matchiabels:
15 io.kubernetes.pod. namespace:
16 kBs-app: kube-dns
7 toPorts:
18 = ports:
1 - port: "53"
b protocol: UDP
21 Tules:
n dns:
2 - matchPattern: "+"
% - toEndpoints:
2 = matchi ahals:

[

]

Poicy Rating 1IN [QEiC)

kube-systen
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. TN - RDFFEDRTRE T B

Linux bec/BPF Tracing Tools 1. execsnoop £iletop cpenenocp <t Javat nodet  mysqld gelower gethostlatency  Other
statsnoop  php* python* bashreadline memleak
oF dave® mode Elph  Wysqld gslowes filelife fileslower X capable
opensnoop statsnoop ~Ucalls uflow €7 JEURT BOTEU BAPT g ot dbslower  gethostlatency 2. opensnoo vfscount vfsstat \ SYnCsnoop syt sslsnife
uobjnew ustat  PY® o4 A
syncsnoop J bashreadline ucalls uflow syscount
uthreads ugc I aelenitE 3 SRR EEE ( ) cachestat cachetop ‘agya viab ] o killanoop
filetop B destat desnoop ustat uthreads
filelife fileslower \ v I syscount | execanoop
vEscount vfsstat Applications killsnoop 4 bi = pidpersec
,7 8 iolatenc Appiications
cachestat cachetop Runtimes execsnoop Y cpudist
destat desnoo exitsnoop & ¥
mountsnoon o S ibran x pidpersec 5. biosnoop trace [ System Libraries 7 runglat runglen
ystem Libraries argdist 7 deadlock_detector
cpudist cpuwalk \ \ System Call Interface P4 cpuunclaimed
xace Y » runglat runglen 6 h funccount L
argdist System Call Interface g Tungslower g cachesta Fancelowas VFS Sockets >
funccount 3 funclaten: offcputine
funcslower X s 4 Sockets A’/ P eaatook 7 tepconnect e A_File Systoms TCPMUDP S wakeuptine
Comclatency Scheduler offcputime wakeuptime : p profile Volume Manager P Virtual orevaxerine
profile ly- File Systems TCP/UDP Rl otfweketine sofeirgs 8 tcpaccept Block Device Interface |  Ethernet Memory \\ softinge
btresdist / slabratetop : Device Diivers oomkill memleak
Volume Manager P - | —— oomkill memleak mdflush 4 51
btrfsslower Virtual shaignoe us!
: P drsnoop 9. tcpretrans
ext4dist extdslower = . . Memory L4 4 hardirgs ttysnoop
n:ss]l.o\'ex ngs:;sc 4 Block Device Net Device hardirgs ::;::u:.:- ¥ o]
Talower / / Device Drivers c‘::;z:ﬁ:{;“ 10. gethOStlatencY axtddist axtisiover toptiop keplite Eopteacer
ey xfsdist xfsslower T 1lestat
11. runglat 2fsdist efsalower toppoanlat topretrans
mdflush  p30¢0p biosnoop tcptop tcplife tcptracer * q biotop biosnoop profile —— ik
GOther: biolat bitesize tcpeonnlat 3 biolatency bitesize
er: tcpretrans tcpsubnet tcpdrop 12 prof lle
capable sofdsnoop tcpstates .
https://github.comviovisor/bcc#tools 2019
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o« TR — 2558 mount SitEE

FERE(L

&85> Node L8l Pod &IN:
mount: mount tmpfs on ... : No space left on
device

#E=SE. inode F1 MHIRERER

eBPF AT HEMFHRFKIR
syscount-bpfcc -e ENOSPC TEfi
__X64_sys_mount RETAEIR

sudo ./funcgraph -m 2
x64_sys_mount
> path_mount()
-> do_new_mount()
-> do_add_mount()

-> count_mounts()

228 mount a5 A=A /proc/sys/fs/mount-max
#AA 10 75, mount EESLA mount HEEEREH
PR

BB ZESSLH mountinfo HEIEEX
LB LHIRE, FFEEssRm?

EXARERES
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er run -d -it -v /tmp/path:/tmp/path ubuntu

| HE9H vismount tree

“ unbindablﬂ

/home/cce/docker/xxx

Sh‘ay' .
A B

mount ;HEE 4 -

<
E BERE R RN

GOTC

HiEs3th: ERHEESHR
%94 C1 mountinfo FHEIK?
c1: /noah/:/noah &
docker cp ../noah-ci.tar.gz $1:/tmp/noah-ci-new.tar.gz

docker cp 52 c1 2819 mountinfo E4EEEN

$ findmnt
F—/noah /dev/sdal[/noah] ext4
| '—/noah/bin tmpfs tmpf

$ sudo mountsnoop-bpfc %83 mount
mount(..., MS_BIND|MS_REC, NULL)
umount(... MNT DETACH)—» 3EiREIE;

static int do_umount(struct mount *mnt, int £lags)
{
hlaae
al(flags i MUTLNETACHL—
if (ilist empty(émnt_>mnt list))
umount_tree(mnt, UMOUNT PROPAGATE); // here <==
retval = 0;
b
}

https://www.ebpf.top/post/no_space_left_on_devices/
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i B - R ERSERY/EE
BPF Proc BPF Proc .
Controller Controller Controller Controller :
BPF %/ || Proc XX BPF #F | | Proc X#
) Thaeig it ...
woteh RO e Watch RO e -

: - SR4tERER
Kubectl/Console - AIETHZRAES
- BEBETERA D E
- }5t5LA Pod BFRER
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- BTN -BELGREBRZISER], LIRS RERRE

B scripts/bpficpu-runqg-latency-public.yami (7 38 #include <'LinUX/C9 rDprh>

1 apiVersion: halo.baidu.com/vl 39

2 kind: MetricsProgram 49 typedef struct pidns_key {

3 metadata: . 4

4 name; runglat 41 ub4 id; // cgroup id

5 spec: 42 ub4 slot;

6 name: runglat 5

7 selector: 43 } pidns_key_t;

8 workload_type; stable 44

9 metrics:

io Hidk o ramsr 45 typedef struct cgroup_task_key {

11 - name: run_queue_latency_seconds 46 ubd id; // cgroup id

12 help: Run queue latency histogram 5

13 table: runglat_dist 47 s32 task_num;

14 bucket_type: exp2 48 ubs4 ts;

15 bucket_min: @ .

16 bucket_max: 26 49 } cgroup_task_key_t;

17 bucket_multiplier: 9.000001 # microseconds to seconds 50

‘; labels: . 51 BPF_HASH(cgroup_table, u64, u32);

19 - name: po

20 size: 8 52 BPF_HASH(start, u32);

3;‘% decoders: 53 BPF_HASH(runqlat, u64, cgroup_task_key_t);
- name: uint . .

23 R — 54 BPF_HISTOGRAM(runglat_dist, pidns_key_t, 1024);
24 - name: bucket 55

25 ize: 8 s .

% :;Ezdm: 56 static ub4 get_cid(struct cgroup_subsys_state *css) {
27 - name: uint 57 return css->cgroup—>kn->id;

28 bpf_programs: 58 }

29 - cgroups_table: cgroup_table

30 kernel_version: 5.10.0-1.0.0.13 59

31 kprobes: 5 . i

5 bk i AR ERSER LT WBRE 60 static ub4 get_container_id_of_task(struct cgroup_subsys_state xcss) {
33 wake_up_new_task: trace_wake_up_new_task

34 finish_task_switch: trace_run

35 code:

36 text: |

37 #include <linux/sched.h>

ERABRRARES
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. ZNESEMZNME — EF Cilium K8s Service IliE

Worker Node
3 frontend]

16.8.08.1

% backend

Network-based load-balancing

— connect(|“192.168.8.1")

Local Socket

Network DMAT

#1 19.8.8.1—192.168.8.1 168.8.8.1—18.
#2 19.8.9.1+192.168.8.1 10.8.08.1+18.
#3 19.9.8.1—+192.168.8.1 16.8.8.1—+18.

# [...]

- BB QEIYERINARIERFRIF 100% iEE. RS RERIRER Kubernetes JRSSTE M E X AT,
« B BUTE connect(2) RFEIEMAPHIMENSIINERFRAHEIIE, AFIIERIMAEEIERITY, &

B
DNAT

8.8.2
8.0.2
8.8.2

Remote Socket
18.8.8.1—18.
18.8.8.1+18.
18.8.8.1—+18.

| A

(service)
102.168.8.1

0.8.2
8.8.2
8.8.2

Worker Node
—>{beckerd

18.

8.8.2

(Foacsend)

18.8.8.3

Socket-based load-balancing

—+ connect{*192.168.8.1")

Local Socket
#1 18.8.8.1—1
#2 19.8.8.1+1
#3 18.8.8.1—1
# [...]

EEZ EHATEMIMIEER, MRS N AERFEENAEmAIEREERE.

FIK;
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8.9.8.2
8.8.98.2
0.8.8.2

DNAT

Remote Socket

18.8.8.1—18.8.
18.8.8.1+18.8.
18.8.8.1—18.8.

8.2
8.2
8.2
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o BEEMEIME Eﬁz Cilium K8s Service &

Throughput: 1kb Con n: keep-alive

QPS: 1kb Cor QP 1kb Con

Throughput

PS QPS: 100kb Cor QPS: 100kt Cary
s
£ 20
Avg Latency: 1kb Connection: 99% Latency: 1kb Connection: 1
. close close 1 nt NCPU: 1kb Co Client KEPU: 1k C
e 1200
1000
200
600
100 I I
200 I
20c |
€000 - X0 4000 6000 BOGK 1
=g " Jum ke b prny v !
I
Latency Avg Latency: 100kb Connection: 99% Latency: 100kb Connection: H = CPU Usage
i close close ! P -
£ 500 E s | 1
s000 ' " 20
..... 1000 ! 10
3000 | B
200 I 2000 ! 5 10
100 1000 .
G_V___l_ e—— N i W ! : s
T Wn w0 a0 om0 mom 1 500 200 4000 600D BOOO ' 3 N
u clum ko m ko mbube- prcsy ipv | : 000 ' zo0c

Cilium Service MEEMLIERSESBRMNS, I o jijm
BIVFALKEE Service HiE2RNE2m ik, BE&IRE :> NFAG—E0K, BiFEEH

< BRI EE AIE S iR 1P FISTHERIE(L NetworkPolicy
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3. BPF BIATEEE =/RY4ECHE

o T - BeaEREIEE, REIMR & L3/L4 EizH]

| sER%
* BHHABR: VPC-CNI VPC-Hybrid
FReBPRIEE
ABEEHKube-proxy BB,
E#NetworkPolicy
Eob= INEHBTF . B
- BEARER: 5 ERAAGH, SUEARYSENS, B LERE 3 CCEETR
0TS 0 v .2 .0 .0 /| 18 v | [A]
TrPodH: 256 v
i 43 g
ClusterlPRIR: 72 v .18 v .0 .0 1w v~ [@
v BHEE

¢ X |Fnamespace=stagingfPod#fiA(d],

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: default-deny
namespace: staging
spec:
podSelector: {}
policyTypes:
- Ingress

ERABRRARES
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) outside Cluster +
Any endpoint.
{2 *

N 8 e
favewt A=
sppafronten
45 ncuster +
Euvnrything in the chater
Do Network Policy | Cillum Network Policy |

1 apiVersion: cilium.io/v2

2 kind: CiliumNetworkPolicy

3 metadata:

b name: store-policy

5 namespace: my-store

6 spec:

7 endpointSelector: {}

8 ingress:

9 - fromEndpoints:

10 - matchLabels:

11 app: frontend

12 egress:

13 - toEndpoints:

14 - matchLabels:

15 io.kubernetes.pod.namespace:
16 k8s-app: kube-dns

17 toPorts:

18 = ports:

19 - port: "53"

20 protocol: UDP

21 rules:

22 dns:

23 =~ matchPattern: "="
24 - toEndpoints:

25 - matchl ahels:

) outside Cluster +
Any snpoint

{3 *

— fevint

appeproducts

45 o custer +
Evarything in the cluster

ooy T

kube-system




) 3. BPF BAEEE=E4ESLE GOTC

SCREFR 5555555555555
.+ BPFEAREINMEE], FEHWRRDRSHRERBIPARFDNT (N5

HEM) |, SRS/ A/ XU R S /MBS T RS
- BPF HIFRBTEMBIRRIERR, HEANFE, BRI IR RErRiEME
(RE—ABEMHERIERTIEN)
- ETnEEAREA BPF 35K, #% R BPF SREHKIRA

REFENEEFEANZERZIRE, WIZhRA#E BPF it iFHme :
RATgeEF BTF & CO-RE (Compile Once-Run Everywhere) , 1B2Fralistats
MAERNIZRERIFE,  BAZSARRATBZEE, RZREARERE
Xt BPF &S MAUAME, ERHINAREAIMEEH

EXRAREARES
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