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© Code @ lssues ) Pullrequests 2 @ Actions [ Projects T Wiki O Security L=< Insights

¥ master - CVE-2019-17571/ LogdjTest / src | main | java | LogdiTest | CVE_2019_17671java /<> Jump to - Gotofile
@ Add files via upload t 52171 0n Jul 16,2020 O History.
= READMEmd
A1 contributor
15 Uines (12 sloc) 443 Bytes Raw  Blame ) CVE-2022-0185 (2022-02-11)

1 package LogéjTest;

lheap-based buffer overflow flaw was found in the way the legacy_parse_paran function in the

Red Hat Bugzilla - Bug 20

org.apache. Log4j . Logger
=port org.apache. logd] net. Sisplesod

Jlesysten Context functionality of the Limux kernel verified the supplied parameters length. An
Briviteges (in case of unprivileged user n

# New Q-

My Links =

Heip~ e spaces ensbled, othervise nseds newespaces
& vS_AMIN privilege) local user able to open a filesystem that does not support the Filesysten

[Rext APL (and thus fallbacks to legacy nandling) could use this flaw to escalste their privileges

public ©

55 CE 201917571 ¢

sa#oes

private static final Logger log =

122-0185
2 2220808 1818 UTC by Parick Do s

e anamon 12 UTC

2 Sinplesocketserver. main(argss satua: CLOSED ERRATA Zusses )

Tog. info“suce™); hre Shem1 08,8137 s 71 06.8. 36 .21 0H2 635 . 21,08.8 21634 .
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s ) 0 85 Doc Upaate arkhanjove-2022-0185
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85-PipeVersion
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¥E-2022-0219 (2022-01-20)

e
[proper Restriction of XML External Entity Reference in Github repusitery skylot/jadx prior to
o Gan Gaorge & | %8

crnc: Fador Extran ity s ¥ Haxatror

VE-2022-0236 (2022-01-18)

Known Affected Software Configuration

|B W Import Export WordPress plugin (both free and premius versions) is wulnersble to
Configuration 1 (nid )

e futhenticated sensitive data disclosure due te a missing capability check an the download function
— R— ©Ocleblan [.cie etesctarsto dotond say tapartesor exparees itormation troa'a

fean contain sensitive information like user data. This affects versions up to,

128604260183
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‘Show Mawchiog £Ps) " . )
cpaid T aiopansusecbackports_sle:13.ispde it
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‘Sourca Package Rasase version satis
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- —
B Microsoft | Microsoft Security Solutions ~  Products ©  Sevvices ©  Partners  Resources ©  Contact sales | Startfrve trial

configuration 4 (1idc }
» cpe: abian_linux:10.0:
S

Seprember 15, 2021 « 8 min read

Analyzing attacks that exploit the CVE-2021-40444
MSHTML vulnerability

Microsoft Defender Threat Intelligence
Microsoft Threat Intelligence Center (MSTIC)

MITRE ATT&CK Log in to add MITRE ATT&CK tag &£ share v

Add MITRE ATT&CK tactics and techniques that apply to this CVE.

In August, Microsoft Threat Intelligence Center [MSTIC) identified a small number of attacks (less than

10) that attempted to exploit a remote code execution vulnerability in MSHTML using specially crafted
Microsoft Office documents. These attacks used the wulnerability, tracked as CVE-2021-40444, as part of

an initial access campaign that distributed custom Cobalt Strike Beacon loaders. These loaders

Easy to weaponize Unauthenticated Vulnerable in uncommon configuration
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AUZ:51 pun. on Nov. 24, members of an open source sofl wire
project received an alarming email. The conrents threarened o
undermine years of programming by a small group of volunteers
and unleash massive cyheramacks across the globe.

“I want to report a security bug,” wrote Chen Zhaojun, an employee
an Alibaba Group Holding 11d.s clond-securiny team, adding “rhe
vulnerability has a major impact.”

Fixed in Logdj 2.15.0
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L0F085106 - Security Advisory

2021-11-24 14:51 RE=Z£E AR Chen Zhaojun EXRE RHE

Apachefif{4 HRIZIRE O = o)
2021-11-26 Apacheftft 24 S HRRAAECVERS N, N
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) KIEHAR: BRIERXKME GOTC

Step1 WEF—HIRTRFIELS

Step2 XimRIFEHREHTOSR, RECCHESLAR, PINZRIERMT. o L T
MRA, %8I, PoC, ZEHHF, FRKEAKRR R ————

CVE-2022-23305

CVE-2022-23302

Step3 EAIBIRILIRGE S S - YW

CVE-2021-4104

BUZRERERME, FXEaXE 2R 2HE8 N @ CVE201917571
MEFHSREESRAE. B, KENRREREEES S

MITRE ATT&CK

‘ =il 241 5 Add MITRE ATT&CK tactics and techniques that apply to this CVE.
EERFREGN. THEFWSHER, AhRRCEUNRDT
I«ETIE{/ \ﬁjj ﬁ}g ° i ?
>g4'rj=1 .21 :
. 5 CVE-2022-23302 :
e E CVE—2021-4104 . ’:
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Anolis upstream Ubuntu Fedora Debian
. : docker E docker.io g docker g docker.io
21*; apache-commons- 5 libcommons- . apache-commons- libcommons-
. commons-compress , ; : .
THE GLOBAL Ol compress : . compress-java compress :  compress-java
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hummingbird

R iR

~f5: CVE-2023-1478, #439.8, WordPress plugin
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GitLab 13.10.2 - Remote Code Exl‘ecution (RCE) (Unauthenticated)
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) L4 AR6: Standard Vulnerability Schema

OpenBrainf2sChyimREREE LR, FHZ
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"_id": Objectld("63c6f9f52c9c925d8f833d6c"),
"ids": "CVE-2022-46285",
"cveNum": "CVE-2022-46285",
"cvePackName": |
"libxpm"
1
"packName": [
"libXpm==3.5.13"
I,
"packNames": [
"libXpm"
1.
"description™: {

"en": "A flaw was found in libXpm. This issue occurs when parsing a file with a
comment not closed; the end-of-file condition will not be detected, leading to an infinite
loop and resulting in a Denial of Service in the application linked to the library.",

Standard Vulnerability Schema 74




) B ERREER GOTC

2020.10-2022.10

7120 1119 23 Days

Bl iRISSUE EFNVDIE IR TN AT

EXRABRBEARIES

THE GLOBAL OPENSOURCE TECHNOLOGY CONFERENCE



) R ERRESE GOTC

20225, openBrainfEXBAM/BEHIELE L KFE96.5%, KiEBAMAEBITERRRBRIERS.
TN KAMEFRAGENCREER, WEBIS000RARAHFZSRAHITILMFERBRENS S
i, CERERRILEER. EETERERANZRFBR, FRxEREBEREDOH.

THE, openBrainBREH—FIEANANE, AREHXERILERE, EARILEERE.
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2022F98%1108,
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3500 3317
3000
2500 2327
2000 1647 - 2022 FE,
1500 46 openBraingiERLY
1000 1 .
500 2 N V D 12B146K55h%
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RFi8 ZXuperCore, ERLAI HER. &0 NBIRBIERBAS R, =3 eact/Vue/Nerv i _
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Confidentiality Impact High
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Integrity Impact High
Y 8 ¥ USN-4151-1: Python vulnerabilities
’ ‘ $ E Availability Impact High
Ubuntu 19.04

FHR python2 7
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FH4R python2.7-minimal X 2.7.16-2ubuntu0 2 A
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Standard Vulnerability Schema
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