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基于Clang Static Analyzer的车规安全检测工具 - 
zchecker



About me

A LLVM guy since 2008



Moore’s Law & Memory Wall

Source: ARK Investment Management LLC, “AI and Compute.” 
OpenAI, https://arkinv.st/2ZOH2Rr.



兆松科技 – 软硬件协同设计服务提供商

传统SoC研发设计流程

定义系统功能及技术目标

选定硬件IP

及硬件系统设计

软件开发/测试

系统验证

硬件后端设计

硬件规格参数调整

加速指令RTL自动生成

RTL设计与仿真

仿真/性能分析

系统验证

硬件后端设计

N次调整

协同验证/协同仿真

硬件规格参数调整

架构探索/添加加速指令
虚拟IP库

&虚拟开发板
调整虚拟模型/

加速指令

RTL设计与仿真

硬件性能仿真评估

软硬件协同设计流程

深蓝色为兆松工
具覆盖阶段

自动生成支持扩展
指令集的SDK

软件开发/测试

更多内容B站搜索： RISC-V软硬件协同设计全流程软件栈-伍华林



ISO 26262



ISO 26262-6



Approaches to ASIL-D Software Compliance

• Linter & AST Matcher
• Abstract Interpretation
• Symbolic Execution
• One-and-a-half-order Theorem Prover
• Program Coverage Analysis
• Testcase Auto-generation
• Library Modeling
• ……

Those approaches can also be applied to HDL functional safety check

Topics for next time



ASIL-D Compliance Software Enabler - zchecker
Supports over 150 MISRA C 2012 rules
Supports HIS code complexity check
Supports for code coverage and testcase auto generation is on the 
way
Supports for MISRA C++ 202x (AutoSAR C++) is on the way



Algorithms and Data Structure in Clang Static Analyzer



AST: How Compiler Sees Your Code

clang -S -Xclang -ast-dump ast.c

Node

Edge



AST Matcher: Pattern Matches on AST

MISRA C2012 Rule 10.6[Required]: The value of a composite expression 
shall not be assigned to an object with wider essential type



AST Matcher: Pattern Matches on AST

MISRA C2012 Rule 10.6[Required]: The value of a composite expression 
shall not be assigned to an object with wider essential type



CFG: Order in which Statements are Executed



Program Points



Exploded Graph: Paths through CFG

• Nodes: (Point, State) pairs
• Program Point: A point between statements
• Program State: A record of effects of statements evaluated so far

• Edges: An edge from (Point1, State1) to (Point2, State2) = 
Statement between Point1 and Points2 updates State1 to State2



Effects of Assignments: Store



Values of Expressions



What if it’s not in the store?



Effects of Branches: Constraints

Path Explosion!



Exploded Graph in Real World



提供专业的工具和服务
帮助客户软件达成ASIL-
D



THANKS

兆松科技联合创始人&CTO 伍华林
电话/微信: 18217640818


