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What Is Federated Learning?

Sources:

1. Federated Learning: Collaborative Machine Learning without Centralized Training Data, Google Al Blog, 2017
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What Is Federated Learning?

@ Step 1 Step 2 Step 3 Step 4
A. - . >
Central server Central server Nodes train the Central server pools
chooses a statistical | transmits the initial model locally with model results and
model to be trained | model to several their own data generate one global
nodes mode without
accessing any data
Sources:

1. Federated Learning: Collaborative Machine Learning without Centralized Training Data, Google Al Blog, 2017

2. Federated learning, Wikipedia, URL https://en.wikipedia.org/wiki/Federated learning)
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Paradigm shift of Federated Learning: Move compute to data

 Optimized model built from data of multiple organizations or from different places
» Preserve data privacy and confidentiality
« Communication cost reduction

Traditional machine learning Federated learning

Moving data to compute: Moving compute to data:

Model does not move, data moveh Data does not move, model moves

o

Source: Federated Learning (Synthesis Lectures on Artificial Intelligence and Machine Learning), Qiang yang , et al.
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From device(s) to enterprise(s)

Training data from multi-cloud
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FL for a devices FL for an enterprise
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Federated learning for enterprise(s)

Data from multi-cloud

Data from multi-org, multi-geo, or edge devices

FL for an enterprise

mwa re® ©2023 VMware, Inc.

FL for Multiple enterprises of a federation




FATE — the world’s first industrial-grade FL OSS framework

Industrial grade federated learning system

Effectively assist multiple organizations in data usage and federated modeling

. . . Federated Al Technology Enabl
Robust ecosystem of federated learning in the industry ederated Al Technology Enabler

* 4000+ engineers and developers L I LI N UX

« 1000+ enterprises, 400+ Universities FOUNDATION
e 4800+ GitHub Stars

«  https://qgithub.com/FederatedAl/FATE

VMware’s contribution to FATE community: CERTIFICATE

TSC Board member, under Linux Foundation
- Development Committee Chair: Henry Zhang VMWARE, INC.
«  Community Operation Committee Co-Chair: Cynthia Song Mmmm'
Development Committee: Layne Peng

Maintainer & key contributors to OSS projects: FATE, KubeFATE, FedLCM e,

Active participation in FL community & evangelism JLinux

VIMWAIE' 2o vihare i 7



https://github.com/FederatedAI/FATE

What is LLM?
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Fig. 1. A timeline of existing large language models (having a size larger than 10B) in recent years. The timeline was established mainly according
to the release date (e.g., the submission date to arXiv) of the technical paper for a model. If there was not a corresponding paper, we set the date
of a model as the earliest time of its public release or announcement. We mark the LLMs with publicly available model checkpoints in yellow color.
Due to the space limit of the figure, we only include the LLMs with publicly reported evaluation results.

Source: Wayne Xin Zhao, Kun Zhou, et al. A Survey of Large Language Models, arXiv:2303.18223v10
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What is LLM?

Data

Text | I

]
£ J/ Images
Speech /\/W\}

Training

_ Structured
* . Data

3D Signals é

Fig. 2. A foundation model can centralize the information from all the data from various modalities. This

Foundation
Model

Adaptation

one model can then be adapted to a wide range of downstream tasks.

Sources:
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1. Rishi Bommasani, Drew A. Hudson, et al. On the Opportunities and Risks of Foundation Models, arXiv:2108.07258v3
2. Jason Wei, Yi Tay, Rishi Bommasani, et al. Emergent Abilities of Large Language Models. Transactions on Machine Learning Research: ISSN 2835-8856.
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Larger model, larger dataset to train

_103
5 B Model Size
10° - 3
—=— Data Size
105-
=3 -10? 8
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N o
n N
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o ©
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103-
.101
102_

GPT (2018)  BERT (2018) GPT-2 (2019) RoBERTa (2019) T5(2019)  GPT-3 (2020) Switch (2021)
Model (Year)

(b) The model size and data size applied by recent NLP PTMs.
A base-10 log scale is used for the figure.

Source: Xu Han, Zhengyan Zhang, et al. Pre-trained Models: Past, Present and Future, arXiv:2106.07139v3
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Why Federated LLM?

Low-quality
language stock

Federated Learning helps overcome LLM challenges:

2030 2040 2050 2060 2030 2040 2050 2060

Enable the utilization of private data after public data is
exhausted due to public data depletion and insufficiency

High-quality
language stock

22 2024 2026 2028 2030 2022 2024 2026 2028 2030

N
o

Privacy-preserving when building and using LLM

-4
g
plain text “CcT scan:i'"r.:l::nd"\:zs? of head =
| (1) tokenization 2030 2040 2050 2060 2070 2030 2040 2050 2060 2070
Historical projection Compute projection
tokens ......
DR D)
E @ embedding E Fig. 6: Distribution of exhaustion dates for each intersection of the
' data availability trend and data consumptiin trend. Note that the time
(3) propagation scale is different for each kind of data.
v
- - - sensitive
S gl @ Ef] """ li—?—l information Historical projection Compute projection
3 (4) pooling — infer “head”, 'vessel' Low-quality language 2032.4 2040.5
sentence embedding [ el o = stock [2028.4 ; 2039.2] [2034.6 ; 2048.9]
High-quality 2024.5 2024.1
Fig. 1. General-purpose language models for sentence embedding and the languageisiock (202352 2025205] [2023.2:3:2025.2]
potential privacy risks. The red directed line illustrates the discovered privacy Vision stock 2046 2038.8
4 weie ) ) < [2037 ; 2062.8] [2032.0 ; 2049.8]
risks: the adversary could reconstruct some sensitive information in the
unknown plain texts even when he/she only sees the embeddings from the TABLE IV: Median and 90% CI of exhaustion year for each

general-purpose language model. of the intersections.
Sources:
1. Pablo Villalobos, Jaime Sevilla, et al. Will we run out of data? An analysis of the limits of scaling datasets in Machine Learning. arXiv preprint arXiv:2211.04325.

2. X.Pan, M. Zhang, S. Ji and M. Yang, "Privacy Risks of General-Purpose Language Models," 2020 IEEE Symposium on Security and Privacy (SP), San Francisco, CA, USA, 2020,

Vm%é?_ Qi: 10.1109/SP40000.2020.00095.
©2023 VMware, Inc.




New Challenges to Federated Learning

How to exchange the LARGE models

Arbiter

broadcast

Secure Aggregation

Adding, Masks are valished automatically

total num

of samples

0101
1001
0010

0101
1001
0010

v

WAN

(weights/gradients) between participants in WAN?

mwa re® ©2023 VMware, Inc.
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Fine-tuning

1) FEATURE-BASED APPROACH 2) FINETUNING | 3) FINETUNING |l
Labeled training set Labeled training set Labeled training set
Voo Voo Voo
Pretrained Pretrained Pretrained
transformer Keep frozen transformer Keep frozen transformer
I I I Update
/ all layers
Output l : l 1 l
embedding
Classifier Update / Update
J One or more ) 7

fully connected layers

Experiment: Movie review classifier using DistiIBERT

Better 4
Modeling
2) Finetuning | B 0
performance ) - 87%
1) Feature-based
Worse

>

Faster Training efficiency Slower

Source: Understanding Parameter-Efficient Finetuning of Large Language Models: From Prefix Tuning to LLaMA-Adapters URL. https://sebastianraschka.com/blog/2023/IIm-
finetuning-llama-adapter.html

mwa re® ©2023 VMware, Inc.
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FedAdaptor

This paper proposes a method to progressively upgrade the adapter configuration through a training session and continuously
profile future adapter configurations by allocating participant devices to trial groups. It results reduce FedNLP’s model
convergence delay to no more than several hours, which is up to 155.5x faster compared to vanilla FedNLP.

4 Adapter

Add & Layer Norm x L

FedNLP: focus of this work

...................................................

: = = Text Cissification.
BERT, DistiBERT; Fine-tuning :@

BART, GPT, etc Seq. Tagging i
1 | Fine-tuning | ——— @ §
= : : r:> Deployment

A -_
Pre-training ct%%;» :.’>i e R s | ; B N
7 | | == mw-e 2
§ e OoE0 '
g gg Private, geo-distributed o Q D @ =]
ey} ; SEE : o
Public, centralized B 8 4 : r s
Cloud Cloud&Clients Clients Hidden States |
Multi-Head / X @

.

Source: Cai D, Wu 'Y, Wang S, et al. Autofednlp: An efficient fednlp framework[J]. arXiv preprint arXiv:2205.10162, 2022.

mwa re® ©2023 VMware, Inc.




FedPETuning

This paper introduces various parameter-efficient tuning (PETuning) method for federated
learning and provides a holistic empirical study to show the overall communication overhead

(b) L . o .
0.92 can be significantly reduced by locally tuning and globally aggregating lightweight model
- parameters while maintaining acceptable performance in various federated learning settings.
x
- 0.91
®
é Methods RTE MRPC SST-2 QNLI QQP MNLI | Avg
g 0.90 FedBF 61.4; 7 84.62.7 92.50.7 87.20.5 84.50.5 81.70.2 778  (16.4% 1190x)
T < FedPF 58.6.9 86.81.0 93.00.6 87.60.5 85.70.3 82.20.3 784  (15.7% 112x)
3 0.89 FedLR 67.44.2 84.545 93.60.5 90.80.3 87.40.3 84.90.4 81.0 (12.5% 1141x)
= FedAP 69.42.6 89.11.2 93.30.6 90.90.4 88.40.2 86.00.4 824  (10.8% 160x)
@ FedFT 70.3;.2 90.70.3 94.00.6 91.00.4 89.50.1 86.402 | 83.1
N
= 0.88 Avg 65.4 (19.2%) 87.1(14.3%) 93.3(10.4%) 89.5(12.5%) 87.1(]3.1%) 84.3(12.4%) | -
-
‘s‘ ® | T BitFit 70.91.0 91.30.8 94.1p.3 91.30.2 87.4p.2 84.60.1 82.6 (11.2%)
) A LoRA Prefix 65.65.1 90.20.9 93.70.8 91.50.2 89.50.1 86.70.2 82.2 (11.7%)
0.87 A % Adapter LoRA 4494 91.70.6 94.00.4 92.706 90.10.3 87.002 | 844 (11.0%)
R Bl L Adapter 76.01.5 90.60.5 94.60.5 92.90.4 91.1¢9 87.50.2 | 84.7 (11.3%)
086 @ Prefix Fine-tuning  73.0, 4 90.90.6 92195 90.80.5 91.10.2 86.002 | 83.6
' 10! 102 103 Avg 72.0 91.0 93.7 91.8 89.9 86.4 | -

Trainable Parameters / MB

Source: Zhang Z, Yang Y, Dai Y, et al. When Federated Learning Meets Pre-trained Language Models' Parameter-Efficient Tuning Methods[J]. arXiv preprint arXiv:2212.10025, 2022.
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FedPrompt

Client 1

Full PLM
fine-tuning
using FL
Client n

Client 1

FedPrompt

Client n

Client data Raw PLM model Updated local model Updated global model
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e E) »
[ e \I {w I
— — i I Server
|
ey e d I
A l I
Client data Prompt I;se:tez - _U;da_te; l(;:al_m_ode_l ______ U_pd_ate_d global model

PLM model (Only prompt updated) (Only prompt shared and updated)

Figure 2: Structure of FedPrompt and full PLM fine-tuning using FL. The above one is full PLM fine-tuning using FL, all of
the parameters (framed pink nodes) need to be updated. The bottom one is FedPrompt, only soft prompt parameters (framed
pink nodes) need to be updated, aggregated (in server) and distributed.

This paper proposes a new method that tunes
some soft prompts without modifying pre-trained

language models (PLMs) and has achieved
excellent performance in natural language
processing (NLP) tasks.

Model

FL Method ACC  Comm. Cost Ratio
BERT FedPrompt  90.16 0.016M 0.014%
Fine-tuning  91.02  109.530M  100.000%
FedPrompt  92.43 0.016M 0.013%
ROBERTA i tuning  93.57  124714M  100.000%
Ts FedPrompt  92.69  0.015M  0.007%
Fine-tuning 9379  222.919M  100.000%

Source: Zhao H, Du W, Li F, et al. Reduce Communication Costs and Preserve Privacy: Prompt Tuning Method in Federated Learning[J]. arXiv preprint arXiv:2208.12268, 2022.

vmware
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FedKD

Knowledge distillation is a technique
to transfer knowledge from a large
teacher model to a small student
model, which is widely used for
model compression.

Local data is used to train local
Teacher and global Student models.
Both models learn from local labeled
data as well as each other’s
predictions and hidden results.

Upload Student model parameters to

Server.

§L

<=| Local Label |':>| TaskLoss |

Client 1

__________________________________________________________________________________________

Source: Chuhan Wu, Fangzhao Wu, et al. FedKD: Communication Efficient Federated Learning via Knowledge Distillation. arXiv:2108.13323v2

mwa re® ©2023 VMware, Inc.

i
i
Reconstructed !
Teacher i
i ]:{)[ A::::l’a":o m‘:' ]@l I Global Gradients :
Reconstruction :‘
e H EE — 3
! Distribute
i
Local QM N i ......................................................... -
N Adants p ynamic \
Mentor P . H i
e et iimtne | oo e | s, FEFR o (15 ) Lo P R server |
&Attention & Attention | Model v '-‘;:-:39 !
Local i H E
Gradient: Factorized | ! !
m Local Data j Local Gradients | ! ﬂ“““’“" tio E
1 1
i i H
? : 1 ! Global i
)
' H J} Gradients Dynamic - !
__________________________________________________________________________________________ !
. 1 . Gradient Factorization H
; . : i F B B | |
S — B L (e g
! 111 ]
. = Loca Labe =»rﬁu o Client N P —9 Forverva i
1 H LLLL. Global Gradients E
1 1 H
'I'ea : ptive Mutual Factorized i i Ukuomt t !
Dlsﬁlauon Loss Local Local Gradients | . i
Gradients .y numic :U load! | |
e, [y ) 2| ) ) |
v i 1 I !
Local e Ve ;
Mentor Emm= i
idden Loss 1
Model H;Am”nﬂon &m:::: Reconstruction E E E (': Distribute )/
i
1
Reconstructed = ememeeemeeeeeeneansd H
Local Data i
m j Global Gradients !
? T 1




FATE-LLM: FATE Federated Large Language Model

Communication-Efficient Hub

Adaptor-Hub Prompt-Hub KD-Hub Quant-Hub

FedLLM Model Hub FedLLM Protect/Eval

BERT GPT-2 GPT-J GPT-NeoX-20B [ ] Fed-Eval
ChatGLM-6B GLM-130B LLaMA Fed-Safel.LM

« Multiple clients can perform horizontal FL through FATE’s built-in support of pre-
trained model and use private data for large-scale model fine-tuning;
* Support 30+ participants for a collaborative training

mwa re® ©2023 VMware, Inc.




FATE-LLM high-level architecture

FATE-Flow FATE-Flow

FATE-LLM Algorithm Hub: FATE-LLM Algorithm Hub:
LLM-Model Hub/Com- OSX LLM-Model Hub/Com-
Efficient Hub/Privacy Hub ﬁ (Open Site Exchange) ﬁ Efficient Hub/Privacy Hub

LLM Optimization Lib LLM Optimization Lib
Hub: DeepSpeed/Megatron-LM Hub: DeepSpeed/Megatron-LM

KubeFATE FedLCM KubeFATE

Distributed Computing Runtime: Distributed Computing Runtime:

Eggroll/Spark Eggroll/Spark

CPU/GPU/ T RPC/RD J Ceph/H CPU/GPU/ | RPC/RD | Ceph/H
FPGA MA DFS FPGA MA DFS

mwa re® ©2023 VMware, Inc. 19




FATE-LLM Algorithms Design — first version

/ Aggregation Server \

PELLM automatically aggregates

trainable adapter parameters
through FATE-HOmMONN-Trainer

while freezing language model
parameters.

SecureAggregation

Local training

Private
Data

mwa re® ©2023 VMware, Inc.




FATE-LLM: Performance

* Scenario: Horizontal Federated Learning Scenario for a text Adapter Training Time | Percentage of Baseline
sentiment classification using IMDB Houslby Adapter 464.1 27 41%
+ Task Type: Text Sentiment Classification Task -
. Pfeiffer Adapter 445 26.28%
* Participants: 2
- Dataset: IMDB (25,000 records) Parallel Adapter 560.875 33.13%
« Hyperparameters: batch_size = 64, padding_length = 200 Invertible Adapter Houlsby | 456 26.93%
*  Foundation Model: GPT-2 Invertible Adapter Pfeiffer | 453.8 26.80%
- E i t setup: Each ici 2x V1 2GB
xperlr.n'en setup | ach participant uses 2x ‘OO 32GB and LoRA Adapter 410.67 24.26%
all participants are in a local area network environment
IA3 Adapter 412.76 24.40%
Compacter Adapter 446.55 26.35%
BaseLine(Finetune) 1693 100%

Unit: second/each epoch

Source: FATE Community, URL. https://github.com/FederatedAl/FATE/blob/master/doc/federatedml| _component/fate_Iim.md

mwa re® ©2023 VMware, Inc. 21
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FATE-LLM Roadmap

FATE v1.11

& LLM 1.0

2022.12 2023.04 2023.05 2023.06 2023.07

BERT, GPT-2, .. ChatGLM, GPT-J, .. LLaMA, .. FedIPR
Hundreds of millions of Billions of parameters Tens of billons of
parameters parameters

y

FATE

FATE FATE

v2.0-
alpha

interoperability 2023.02 2023.07 2023.09

v2.0-beta v2.0

* Source from FATE Community. The mentioned dates are for informational purposes only and may vary.
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