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Industries represented in the 2020 OSSRA report

Percentage reflects amount of open source in codebases by industry

EdTech 79%

Internet of Things 82%
Internet &
Software
Infrastructure 83% Cybersecurity 78 Marketing Tech 78%
Financial Services Energy & Virtual Reality, Gaming,
& FinTech 75% CleanTech 72% Entertainment, Media 70%
Aerospace, Aviation, Automotive, Enterprise
Logistics, Transportation 69% Software/SaaS
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Apps Life Sciences 65% Learning 64% 63%
Manufacturing, Industrials, Robotics 50% Telecommunications & Wireless 6%
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The DevSecOps Toolchain

2. IDE Security
Plug-Ins

1. Address Technical
Security Debt,
DevSec Metrics,
Threat Madeling,
Security Tool Training

10. Security
Technical Debt,
Modify Incident
Response,
Modify DND
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6. Signature Verify, 7. RASP, UEBA/
Integrity Checks, Network
Defense In- Monitoring,
Depth Measures Penetration Test
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Plan

Dev

Security Monitoring
Champs and
Analytics

Log and Perimeter
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Menitoring
Ops
Monitoring RASP Feedback
and
Analitics AP| Gateway
Security and
Performance Logs
Predict Respond

3. SAST/DAST/
IAST, SCA

Source: Gartner
1D: 377293

4. Chaos Monkey,
Input Fuzzing,
Integration Test

5. Software
Signing

9. Dev Consumable,
Correlated
Vulnerability Analysis,
1oC/TI STIX TAXII

8. Security Orchestration,
RASP/WAF Shielding,
Obfuscation
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